Abstract
Introduction
As the information technology in business develops, many companies store and process large sets of customer data, which may include sensitive personal information. Incidents of data breaches that reveal company secrets or confidential client information can affect the firm seriously [1] [17] . Leakage of sensitive information may cause customers to lose trust in the company and lead to the loss of a firm's market value [1] . Several studies have demonstrated the impacts of data breach incidents on stock price [1] [15] [17] . These studies show that data breach announcements lead to significant negative market return. For example, Telang and Wattel [25] evaluate the impact of software vulnerability announcement on firms, and find that firms will lose 0.6% of their market value. Cavusoglu et al. [9] conclude that firms lose 2.1% of their market value within two days after the announcement of a breach event. Several studies state that the exposure of confidential data will result in negative CAR [1] [15] [17] .
Different characteristics of data breach events have been identified in the previous literature. Researchers extract different characteristics of these incidents and evaluate their impacts to firm's market value. They find that some of the variables have very significant impacts on the stock return. Some of the recent studies are listed in Table 1 . As shown in Table 1 , researchers have mainly focused on evaluating the impacts of breach types, time, firm's characteristics and types of industry to firm's market value. Chai et al. [26] evaluate the SOX law's impact to the market reaction and conclude that CAR is more positive after the law. Firms that belong to different industries will have different market reactions to breach events. CAR due to information security breach is larger for BSFI (Business, financial, service, insurance) firms [19] . Internet specific companies suffer more on stock value after security breach incidents [2] .
Although there are extensive empirical studies on the impacts of breach types, industry types and firm characteristics on firm's market value, little is known about the firm's actions toward data breach incidents, and how investors react to firms' actions. Our paper differs from previous studies in that we aim to examine whether the variations of market reactions can be explained by the firm actions after the breach events (see Table 1 ). In the face of data breach events, different companies may take different actions. The content of news media may reflect these actions. But from the literature review, we find that few papers mention possible firm actions toward the data breach events and their impacts to firms' equity value.
According to previous literature [13] and our observation of data breach incidents, we know that some firms are reluctant to disclose information about data breaches to their customers or the public. Firms may be concerned with the potential drop in firm equity value following the revelation of a data breach. In this paper, we believe whether the firm chose to disclose information to the public after the data breach
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Proceedings of the 50th Hawaii International Conference on System Sciences | 2017 URI: http://hdl.handle.net/10125/41764 ISBN: 978-0-9981331-0-2 CC-BY-NC-ND In order to obtain information about the different firm actions after the data breach events, we utilize data collected by The Privacy Rights Clearinghouse 1 . This database provides a description of each data breach event. We find that whether the firm initiates to disclose data breach information to the public can be revealed from the textual contents of the description. We seek to discover whether this type of firm action will impact the firm's market value during the data breach event period. 2 Using content analysis on the description of the data breach events, we evaluate whether the results will have impacts on the firm's equity value through an empirical study. Our findings on the anticipated market reaction should provide corporate executives with guidance on managing public disclosure of data breach incidents.
The rest of the paper is structured as follows. After the introduction, four hypotheses are derived in Section 2. We then describe the data collection process and methodology in Section 3. Next, we analyze the textual data of the disclosed information about the data breach events and present the results of data analysis and implications in Section 4. Finally, we conclude the paper with a discussion of contributions, limitations and future research in Section 5.
Theoretical backgrounds and hypotheses development
Previous event studies [1] [15] [17] show that the announcement of a data breach incident will cause a negative effect to firm's market value. But no literature considers the firm's decision to notify the data breach event to customers or the public as a factor to impact the market return. In our view, timely disclosure can be used to reduce the legal and reputation cost of bad news [25] . Firm's disclosure behavior also prevents competitors from unambiguously inferring that these firms are hiding information [8] . A previous study shows that voluntary disclosure of bad news is a special type of disclosure sometimes necessary for firms [22] . Other studies find that stock price responses to voluntary disclosures vary [8] [24] . As mentioned 1 It is a nationally recognized consumer education and advocacy nonprofit dedicated to protecting the privacy of American consumers. Data were collected from http://www.privacyrights.org/data-breach 2 The information on the database is usually updated 1 or 2 days after the event happened. From our observation, we think the content of the event description usually can reflect the main information that was related to the event. We assume the description of the events can reflect some actions performed by the breach company 1 or 2 days after the data breach.
previously, most firms seek to withhold data breach information in fear that the breach disclosure may affect their market value. Early research in Accounting shows that firms chose to disclose only when it can maximize their profit [28] . We believe that although data breach announcements may lead to negative market reactions, if a firm initiates the notification to their customers or the public early, the result could be different since this will add confidence to the investors due to timely disclosure. Even though companies could try to withhold the breach information, the events may be disclosed by other news media, which may cause the investors to lose trust in the company.
However, although we believe that a firm would benefit from voluntary disclosure of data breach events, the effect may not be equal for all the events. The severity of the event would weaken the benefit of voluntary disclosure. Previous research shows that if the breach announcement suggests that the breach is severe, it could cause a significantly negative impact to the firm's CAR [25] . We believe the disclosure of a data breach event with larger data record loss could lead to more negative confidence on a firm's security controls. The notification of severe data breach events could damage a firm's reputation and cause loss in share price. Therefore, the benefit of voluntary disclosure would depend on the severity of the event. We believe that the number of records breached could be a good proxy to measure the severity of the data breach event. Thus, we hypothesize: H1a: Firms' early initiation of notifications to customers or the public about data breach incidents will positively affect CAR.
H1b: Higher number of breached records would weaken the positive effect that voluntarily disclosure would bring.
The amount of breach related information to disclose is another issue that firm managers need to consider. To determine the amount and type of information to disclose, firms face a number of tradeoffs. Better disclosure can increase investor awareness of the firm and hence reduce the cost of capital and increase equity valuation [5] . According to Berglöf and Pajuste [5] , when providing firm information to shareholders, better performing firms should disclose more. Greater disclosure benefits the firms with good news, but the effect is exact opposite for firms with bad news to disclose [29] . It suggests that the disclosure of more bad news information may carry direct financial costs to the firm. Research also shows that there are increased costs from increased transparency [13] . Based on the previous research, we believe that firms have to weigh the costs and benefits of the amount of information disclosed to the public. We think that for bad news like data breach incidents, too much information disclosure may signal higher severity and cost to remedy the incident and may cause negative impact to the company's equity value. Therefore, we hypothesize:
H2: More information disclosed related to the data breach events will lead to more negative CAR.
By studying 79 breach events, Acquisti et al. [1] states that a breach of more than 100,000 subjects will reduce the return on stock price by 1.2%. A company's costs for data breach events depend on the number of individuals whose information has been compromised. Telang and Wattel [25] manually categorize breach events as severe or not, and find that the security breach events categorized as severe could cause a significantly negative impact to the firm's CAR. As mentioned earlier, we believe that the number of records breached could be used to measure the severity of the data breach event. Larger data record loss could lead to larger financial losses due to litigation and remedy measures. Thus we have:
H3: The number of records breached will negatively affect the CAR.
Repeated disclosure of severe data breaches and newspaper headlines could lead to a significant reputation damage and loss in share price [1] . We believe that for severe data breach events, exposure of larger amount of event related information may draw investors more attention on the severity of breach events, and more likely lead to loss in reputation and investor trust. If both the amount of event related information disclosed and breach records are in relatively high levels, we expect that negative cumulative abnormal market return would be higher than if there were higher amount of event information disclosed but a lower number of breach records. We would also expect that negative CAR would be lower if there are low levels of both the amount of information disclosed and breach records. Therefore, we hypothesize:
H4: Higher amount of breach event related information disclosed and higher number of breached records will cause more negative CAR to a company than otherwise.
Data collection and methodology

Data collection
Our data collection consists of a two-step process. First we use data breach events provided by Privacy Rights Clearinghouse. The information of Privacy Rights Clearinghouse is obtained from verifiable media sources, government web sites, or blog posts with information pertinent to the breach incidents in question. The database contains a chronology of data breach incidents from 2005 to present. We use the events that happened between 2005 and 2015. There are 4712 events collected from the database during this time period. The data breach events are included in our sample if the firms are public trading companies in the USA. After filtering, we included 517 events. Then, in order to verify the data sources, we also extracted events from news articles using keyword searching in Factiva. We collected news articles about these public trading firms that have breach announcements reported in major news media during the 10-year window. We searched in the Factiva database and used the following terms: (1) data breach, (2) hack, (3) virus, (4) privacy breach, (5) cyber attack, (6) unauthorized access, (7) data theft, (8) identity theft, (9) phishing, (10) denial of service. This method is similar to one used in previous studies [15] [16] [32] for finding breach events. After this process, we identified 101 data breach events that happened to firms traded in the USA. We find that in all case the 101 events are included the Privacy Rights Clearinghouse database within 1 or 2 days after the event happened. 
Methodology
In this paper, we use the event study method to compute the cumulative abnormal return (CAR), based on a sample of 517 data breach events that happened to the publicly traded companies in the US. Event study methodology has been used extensively in management science and finance to measure the impact of various corporate events [1] [15] [27] . To better compare our results to the previous research, we used similar methodology applied in earlier event studies about market reactions to breach events [1] [21] [25] .
We estimate CAR using the four-factor model [6] [20] . Several studies have estimated abnormal returns using the four-factor model [30] [33] . The fourfactor model posits a linear relationship between the stock return and four factors over a given time period (Formula 1): (1) where R it is the return of stock i on day t, α i is the intercept of the relationship for stock i, R ft is the riskfree return on day t, R mt is the return on the market portfolio on day t, SMB t is the small minus big size portfolio return on day t, HML t is the high minus low book-to-market portfolio return on day t, UMD t is the past-one-year winners-minus-losers stock portfolio return on day t, and ε it is the error term [14] . Abnormal returns are defined as the difference between the actual return and an estimated expected return in the absence of an event. The estimation window is generally between 120 days and 200 days. In our case, we define a 200-day estimation period, starting at day -200 until day -11 before the event announcement. We end the estimation period 10 trading days prior to the event day.
Using OLS regression over the estimation period of 200 trading days, we estimate the parameters of the four-factor model. The abnormal return AR it for firm i on day t is the difference between the actual and the expected return. The abnormal return from the fourfactor model is as follows:
Since we have N observations (N = 517 events), the mean abnormal return across all observations can be calculated as At = AR it i=1 N ∑ . The cumulative abnormal return (CAR) for a given time period can be calculate using
The period of interest for which we conduct the event study is known as event window. The date of announcement is defined as day 0. In practice, the event window often includes day 0 and day 1. By using Formula 3, we calculate the CAR for the event over the event window.
Results
Our interest in this paper is to explore whether firm actions toward the breach events will have impacts on the market reactions to the incidents. For each of the 517 events we collected, we calculate the cumulative abnormal returns (CAR) using event window of day 0 and day 1. The CAR results are used as a dependent variable in our analysis. After estimating the CAR, a regression analysis is conducted to investigate the possible factors behind a firm's market value loss. In the regression model, we control firm size, firm industry, and breach time, which are often found by previous research to be associated with abnormal market return [12] [18] [32] . We also consider several factors that rarely appear in data breach event studies including whether firm initiates the notification to the public, the amount of information disclosed and number of records breached.
We analyze the language used in the event description collected by Privacy Rights Clearinghouse database. According to our observation of the event description data for the 517 events, we believe that the event description can reflect the main information that relates to the event. When measuring whether a firm initiates the notification to the public, we look at whether the description contains "notify", "inform", "announce", "disclose", "release" and similar words. (Table 3 ) D_Notify is 1 if the event description contains these words and without negative vocabulary before them. D_Notify is 0 otherwise. For the 517 events, 121 of the events are marked as 1 for D_Notify. We also look at the length of the description; we think that the longer length suggests more information of the events were disclosed. At last, we measure the impact of breached records. In our analysis, the logarithmic transformation is used to measure the length of the description and the number of records breached.
We develop three regression models. The variables we observe and the definitions are listed in Table 4 . The results of the regression model are listed in Table  5 . In all three models, VIF values for our variables ranged from 1.03 and 1.46, below the VIF value of 10. So our models don't have the concern for multicollinearity. A comparison of Models 1, 2 and 3 suggests that the variables promoted by this paper will better indicate the market reaction toward data breach events.
Table 3: Sample events with or without firm initiated notification
The first model we only use the control variables raised by previous studies. The model equation:
The result in Model 1 is very similar to the previous studies. Larger firm size will have significant positive impact on firm's performance after the breach. Negative CAR due to data breach is larger for firm belongs to business, financial and insurance industry. The year 2008 to 2009 is significant negative.
Using Model 2, we evaluate the firm action related variable D_Notify. We tested the statistical significance of firm's action of initiate the notification of data breach. The result indicates the market reactions to data breach after taking into consideration of firm behavior. We control the variables in Model 1. The model equation is: In Model 3, we add interaction term D_Notify*D_Record to measure whether the interaction between voluntary disclosure and breach record would cause impact on CAR. With coefficient at -0.0013 and p-value less than 0.05, we conclude that larger number of breached records would weaken the positive effect of voluntarily disclosure. We also add D_Length*D_Record to evaluate whether the interaction between the amount of event related information disclosed and the number of records breached have more negative impact on a firm's CAR. With p-value <0.0001, we conclude that the impact of D_Length on abnormal return depends on the level of D_Record significantly. The coefficient estimate (Table 5) for D_Length*D_Record (-0.0028) suggests that D_Length will enhance the negative impact of D_Record and vice versa. We conclude that firms with larger number of records breached and more event related information disclosure will have greater negative CAR. Thus Hypothesis 1b and Hypothesis 4 are supported. 
D_Length
The length of the event description, indicating the amount of event information disclosed. Values have been transformed using the logarithm function.
N_Record
The number of records breached in the data breach event. Values have been transformed using the logarithm function.
D_Notify*D_Record
D_Length*D_Record
The interaction term between voluntarily initiates the notification of data breach event and the number of records breached.
The interaction term between the length of the event description and the number of records breached. *Significant at 10%, ** significant at 5%, ***significant at 1%
Control Variables
Firm_Size
Discussions and Future Research
We believe that our study offers a worthwhile contribution to the existed literature. We find new factors that can indicate some types of firm actions toward data breach event. By looking at the result of our investigation, we think that firms can take possible managerial controls on data breaches. Our finding indicates that the market will reward firms that take the action to notify the customers immediately after the breach event. The results show that firms that initiate the notification of data breach event timely will have a positive impact on the market return. However, although voluntary disclosure of data breach events can have a positive effect to CAR, larger number of breach records would weaken the effect. The observation can provide help when firms face the dilemma that disclosure of data breach event may cause damage to the firm's public image. We also investigate the association between the amount of information that was disclosed to the public and market reaction. We believe that greater amount of event related information disclosure will lead to more negative stock reaction. We further find that firms with both larger amount of event related information disclosed and larger breached records will have greater negative market reaction. We find that market tends to punish more for the firms when the amount of event related information and number of records both increased. Although firms may not be able to manipulate the amount of information available to the public related to the data breach event, firms may have some extent of controls over the information that will be disclosed to the public. We believe this result is useful in helping firms design their proper incident response planning strategies. When a larger number of records was breached in the event, firm should disclose less event related information to the public in less regulated industries.
The limitation of our study mainly lies in the data we used. This paper used the event description collected and updated by the Privacy Rights Clearinghouse database. The descriptions are the secondary sources collected from news media, government site or blogs. This may not reflect all the information that investors may take into consideration. Future research may build on our results and perhaps validate our findings through more comprehensive sets of data. Second, the keywords we are using may not reflect all the firm's voluntarily disclosure behavior.
Some actions performed by firms toward data breach event could be missing from our data. In the future, we will improve our categorization scheme and have more comprehensive analyses on the firm actions. Third, when calculating the CAR, we didn't use control firms as a benchmark. We plan to add this in our future work. Fourth, this paper only measures short-term market reaction around the breach date. However, more information regarding to the data breach incidents may be added in follow-up news articles, which we did not consider in this study. This will be addressed in our future work.
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